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Continuity Planning for Seamless Services
Last year the Cayman Islands experienced a relatively
quiet year in terms of natural disasters. However,
this does not mean that we should relax our planning
activities. During a disaster essential government
agencies need to deliver critical services to the public
without disruption. Likewise, every agency should
ensure that they have a Continuity of Operations Plan
(CoOP) so that crucial business functions continue
to be available after a disaster. These plans should
be reviewed annually, tested throughout the year
(especially during hurricane season) and copies stored
at a secure off-site location. In addition, all staff,
particularly essential personnel, should be aware of
their duties as noted in the plan.
One of the first steps is to identify your critical
services and the possible risks. If an event disrupts
operations, resources will be needed to carry out
recovery strategies and to restore normal business
operations. These resources can come from within
the agency or be provided by third parties. Resources
include employees, office space, furniture, equipment,
computers, software, communication equipment,

vital records - electronic and hard copy, power, water,
telephone, internet and wireless.
Today, there are a number of companies offering a
variety of disaster recovery solutions for IT assets, such
as renting recovery suites, seamless replication and
cloud hosting for backups. When contemplating any of
these solutions, confer with your IT department and/
or Computer Services Department. Also, keep in mind
that there may be security and jurisdictional issues if
data is stored outside the Cayman Islands.
Records are an important government asset and
resource. Agencies are mandated to keep them
for specified periods of time which are detailed in
approved disposal schedules, legislation or policies.
Consequently, protective measures should be included
in the CoOP, regardless of format.
Endeavour to plan for all contingencies and remember
that some disasters can be as inconspicuous as a hard
drive crash or a leaky pipe. Such incidents can also
assist with the updating of your plans.

Special points of interest:
2013 Hazard Management
Plan for Records template
and guidelines
Advice on records protection
and recovery

HISTORICAL NOTE
In 1849, Rev. James Elmslie, described an account of
a severe earthquake in Grand Cayman where “the
earth opened up in more than 20 places.
‘On the 30th of August last, we had a very severe shock of an earthquake, which alarmed us all. Very
near this place (George Town), the earth opened up in more than 20 places, some of them wide and
deep. Even at sea the shock was severely felt. One of the island vessels, when twenty miles from land,
received such a shock that the crew thought the vessel was broken to pieces. We have much reason to
bless God for sparing our lives, when he might have justly destroyed us.’

The Missionary Record of the United Presbyterian Church, Vol. 5, 1850, p. 39

Disaster Recovery
checklist
for wet records:
Steps
for protecting
your vital records
Secure the area

Set priorities

 Check that electricity is not a concern
 Contain water damage quickly
 Stop more water from coming into the affected area

 Which records need to be taken care of first?
 Can you handle it with air-drying?
As a very quick reaction is needed (under 48 hrs to prevent
 mould),
determine if you need help.

 Quantity
 Format
 Whether vital or not
 Any confidential records?

Get busy

Determine what records are affected

Assess the extent of the damage

 Are the records in boxes or in filing cabinets or in open shelves?
 How wet are the records?
 Can they be handled?

 Set up a space to conduct recovery operation
 Mobilize staff, volunteers, equipment, materials
Reporting

Prepare report of incident (what happened, why, when, how);
 action
taken; items affected, repaired, lost; collaborators; costs;
and recommendations.

Preparedness checklist in the workplace:
It is a good idea to know about the risks in your area and familiarize yourself with the agency disaster preparedness plan.
was the last time you read and practiced your agency’s plan  Where is the assembly point after an unexpected and severe
When
natural event?
for all hazards?
Where are your vital records?
Is the area under your desk free of waste-paper baskets, boxes etc.?  Who are your communication buddies?
Do you know the location of exit routes, stairways, fire 
extinguishers,
and disaster/medical kits?
 Where are important emergency numbers kept?
Can you operate the fire extinguishers, defibrillators, ham radios  Are you able to operate remotely? How quickly are
 or
perform first aid? Do you know who can?
you able to set up operations in another location?

BOOKSHELF
Merren, Terri Hurricane Ivan: survival stories as told by the
people of the Cayman Islands. Kingston: The Mill Press, 2005

5 tips for coping with stress after a disaster
Disasters by their very nature are traumatic events. There is often a great
deal of uncertainty and anxiety surrounding the safety of loved ones and
property, as well as the added disruption of normal life. How we cope
with these events can often determine how we manage our stress.
Individuals may experience any combination of sadness, sleeplessness,
listlessness, anxiety attacks, lack of appetite, and feelings of hopelessness.
Pre-existing health issues may very well be aggravated. Plan ahead and
think about these tips for keeping mind, body, and soul together.
Get the facts
•

Disasters are mainly events in which we have very little control.

•

However, being prepared as much as possible before the event can
often give a sense of security.

•

Ensure your basic safety. Listen carefully to instructions given by
authorities and don’t act on rumours.

Reach out
•

Spend time with your family. Remember that their reactions to the
event may be different from yours

•

Think of others and get in touch to share, to comfort, and build community spirit.

Stay healthy
•

Aim to get enough sleep and food as you will need your energy.

•

Find a comforting activity that will give your body and mind time
to recharge.

•

Eat as best as you can, exercise and stay calm.

Get back in a routine
•

See what you are able to do in the circumstances and make a point
of doing them, maybe in new ways, as a means of taking a break.

Look forward
•

Try to remain positive and be patient with yourself and others.

•

Do not be afraid to talk about your experiences and emotions,
especially if you are feeling overwhelmed, “low” or discouraged.

Watch out for mould
on documents!

Risk assessment for storage areas

Mould is the catch-all term for referring to the many species
of fungi that may appear on documents. It is the same kind
of sponge-like, powdery growth we observe on the surface of
food-stuff. Also found on buildings (walls, vents), photographs,
vinyl (remember those LPs), and CDs, mould is one of the most
common causes of damage to records and archives, resulting in
stains, fragility or loss of information. The tiny spores are very
resilient and can be dormant for a long time, making eradication
difficult. The best cure is prevention.



Remove excess moisture (keep humidity and temperature
at acceptable levels, and allow air to circulate




Keep area dust-free

Records disasters can occur where ever records are stored.
This risk assessment tool for storage areas will help assess the
quality of environmental conditions based on the minimum
standards given in the Records Management Standard S1. It
should be used to identify risks and determine any remedial
action that may be needed.
The tool (below) provides a set of questions with responses
that indicate the current environmental storage conditions or
otherwise predicts the likelihood of a certain problem occurring.
Suggested remedial action to be taken is given.
It is recommended that the overall results be taken into account
in the agency continuity of operations plan.

Store records away from external walls or pipes, and
off floors

Mould is potentially very hazardous to our health. CINA
advises that public officers stop handling contaminated files
and contact CINA immediately to schedule an inspection and
intervention by the Conservator.

risk assessment tool
S1

Requirements from S1

Questions

Response/
Likelihood

Possible Remedial Action

7. Storage and preservation of public records & 8. Preventive conservation
8(1)
7(1)

Dust:
Records must be stored in clean conditions.
Over time dust can damage records.

Is this location subjected to
excessive dust levels?

□ Yes
□ No

□ Certain • Implement a regular cleaning regime in dust prone areas.
□ Likely • Consider relocating records from excessively dusty areas.
□ Low

7

Temperature, RH and Light:
Records can deteriorate if exposed to too much
light, in particular sunlight.
Records should be stored in stable conditions.
Temp 60 – 80 degrees F and RH 30 – 60%

Are records in this location
subjected to direct sunlight?
Are temperature and relative
humidity within acceptable ranges?

□ Yes
□ No

□ Certain • Move records away from direct sunlight.
□ Likely • Check air-conditioning systems.
□ Low
• Consider using a humidifier.

8(2)

Pest – insects and vermin
Examples are silverfish and mice. They can do
considerable damage to records and infestation
spreads when records are moved around.

Are there signs of rodents or
silverfish or other pests?

□ Yes
□ No

□ Certain Regular inspection of records for signs of deterioration or pest
□ Likely and mould must be carried out.
Any infestation must be reported to CINA.
□ Low

8(2)

Mould:

Is this location damp or mouldy?

□ Yes

□ Certain • Where mould is identified in your storage area, move
unaffected records to a new location.
□ Likely
•
If records are already affected by mould, contact CINA for
□ Low
further advice. DO NOT move them to a new location until
advised.

Mould will usually affect areas with high
humidity and/ or without air circulation.
Mould is a health risk for staff and can damage
records.

□ No

8

Use of floors
Storing records or boxes of records on the floor
puts them at risk of flooding or water build-up.
It is also a safety issue for staff.

Are records stored on the floor in
this location?

□ Yes
□ No

□ Certain • Transfer records from floor areas to suitable storage cabinets or
shelving units.
□ Likely
•
Standards for records storage recommend a height off the floor
□ Low
of 4 inches.

7(5)
8

Security of the location:
Records should not be kept in areas that are
accessible by unauthorised persons (i.e. people
not authorised to access the records).

Is this location accessible by
unauthorised persons?

□ Yes
□ No

□ Certain • Identify who has access to your storage areas.
□ Likely • Limit access to storerooms to authorised staff only, or, if not
possible, keep records in lockable cabinets.
□ Low

8

Fire and water
Storage facilities are to be protected from fire
and water hazards.

Are records near to water pipes,
□ Yes
sinks, toilets, electrical outlets? Are □ No
there fire extinguishers in place?
Any signs of leaks?

□ Certain • Consider relocating records if a problem is identified.
□ Likely • Repair or discontinue use of (select) electrical outlets.
□ Low
• Install smoke/fire detection systems.
• Inspect storage areas regularly.

7(3)
8(1)

Dedicated record storage areas
Eating, drinking, and smoking must not be
permitted in storage areas.

Is there evidence of eating and
drinking in record storage areas?

□ Certain • Clean area
□ Likely • Train staff
□ Low
• Publish rules

□ Yes
□ No

SERVICES OFFERED BY CINA TO ASSIST
YOU WITH RECORDS PROTECTION
• Model Continuity of Operations Plan
• Advice on identifying vital records, protecting and
salvaging records
Location:
# 37 Archive Lane
(off Shedden Road)

Mailing Address:
CINA
P. O. Box 10160
Grand Cayman KY1-1002
CAYMAN ISLANDS

Tel: 345-949-9809
Fax: 345-949-9727
Email: CINA@gov.ky

For advice on identifying,
managing, protecting and
salvaging vital records or
creating your organisation’s
Hazard Management Plan
for Records, contact CINA
at CINA@gov.ky or call
949-9809.

CINA Intranet
http://cina.gov.ky
CINA Website

CINA STANDARD S1 ON
VITAL RECORDS

HAZARD MGT PLANS FOR
RECORDS & COOP

Vital records are those records on which
continuation of business depends in the event of
a disaster or emergency.

The agency hazard management plan for records
and COOP are related as the former identifies
vital records in the wider scope of preparedness
and business continuity. With vital records secure,
the organization can resume normal operations
as soon as it is safe to do so. The resilience of
government machinery depends on having
agencies up and running as soon as possible,
so all agencies must develop a COOP plan
that provides for the protection of records. By
participating in the annual hazard management
plan for records with CINA, these essential
records are identified. This is the critical first step
in protecting them. Bearing in mind that criteria
for defining and thereby selecting vital records
can change over time, identifying vital records
as part of the agency’s hazard management plan
for records should be an annual exercise, at the
very least.

They are vital in ensuring that Government
can continue its operations to meet its usual
obligations, as well as respond to and manage
the current crisis situation.
A vital records programme identifies, safeguards
and provides access as required to such records.
An important part of such a programme is a
recovery plan.
A thorough vital records recovery plan will
also address the following information for
vital records stored in-house or on-island:
•

A list (with a backup copy delivered to CINA)
of vital records, along with their locations.
Prioritisation of records to be recovered and
restored should be made and communicated.

•

Identification of the procedures for removing
these records, relocation destination,
transportation, vendors 24-hour contact
information and essential staff assigned to
accompany the records should be made.

www.cina.gov.ky

•

Identification of specific recommended
handling and preservation techniques, based
on the media involved should be made.

Vital records are:
•

Critical to the ongoing operations of
the organisation.

•

Protect the rights of Government and citizens.

•

Protect the rights of employees, clients and
companies doing business with Government.

